data sharing, the fact that it is often an all or nothing proposition. This paper describes an attempt to mitigate oversharing in the discovery of software specifications by perturbing program traces. The careful addition of noise into the traces allows specification discovery while preventing the exposure of other sensitive aspects of the program.
The next three papers consider how the design of software systems can be realized through security infrastructure.
"Semantics-Based Design for Secure Web Services" by Massimo Bartoletti, Pierpaolo Degano, Gian Luigi Ferrari, and Roberto Zunino considers how to develop secure Web services by formally reasoning about policy compliance over historical behaviors. In essence, Web services "contract" (compose) with those systems that respect policies of interest, thereby ensuring globally secure behavior.
"Provable Protection against Web Application Vulnerabilities Related to Session Data Dependencies" by Lieven Desmet, Pierre Verbaeten, Wouter Joosen, and Frank Piessens acknowledge recent advances in secure Web application design and development that have made online systems safer. The techniques detailed in this paper prevent misuse of often loosely coupled session dependencies in and among Web applications.
"WASP: Protecting Web Applications Using Positive Tainting and Syntax-Aware Evaluation" by William Halfond, Alessandro Orso, and Panagiotis Manolios presents a novel method for preventing SQL injection attacks-attacks in which the adversary inserts arbitrary database query code into an application by manipulating input strings. The paper uses language techniques to dynamically annotate "trusted" strings, thereby avoiding any use of potentially unsafe strings.
The final paper presents a method of certifying that a software system meets its security requirements.
"Applying Formal Methods to a Certifiably Secure Software System" by Connie Heitmeyer, Myla Archer, Elizabeth Leonard, and John McLean adds to recent advances that are beginning to make this costly and complex process of formal verification tractable. This paper presents a novel certification method that uses formalized security models to construct a mechanized proof of security over a real-world target system.
The papers in this special section demonstrate the strength of research in the area of engineering secure software. If the range and strength of the submissions to the special section are anything to go by, the area is healthy and vibrant and we fully expect many of the submissions that did not make it into this section to appear in regular issues of the journal in the future. At the International Conference on Software Engineering in 2000, Devanbu and Stubblebine presented a roadmap for research in Software Engineering for Security [2] . In that roadmap, the authors identified the need for research in activities at the early end of the software development life cycle. Seven years on, it is heartening to see the diversity and strength of work in this area, as demonstrated by the papers in this special section. Moreover, the research community continues to make advances in areas only partly covered in this section, including work addressing conceptual [3] , social [5] , and analytical [4] issues of software engineering of secure systems. Indeed, some of this work has also started to make its way to practitioner communities [1] , who increasingly recognize that understanding what security means in the context of the software creation process, and how to achieve it, are central to their goals as practicing software engineers. We invite you, the readers, to participate in the continued development of this research area.
We would like to conclude by thanking the authors of all of the papers who submitted their work to the special section and the 120+ referees who reviewed those papers. Thanks also to former TSE Editor-in-Chief Professor John Knight for initiating the special section and setting us on course, current Editor-in-Chief Professor Jeff Kramer for guiding us throughout the submission and review process, and the IEEE Computer Society Editorial Office for their support from start to end.
We hope that you enjoy reading this compilation as much as we did assembling it.
Patrick McDaniel Bashar Nuseibeh Guest Editors
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